Abstract. Abstract. Abstract. Abstract. In this paper, we propose a new technology that improves Diffie-Hellman's safeness and keeps its good property.The technology is called "Hyperbolic Curve Cryptography System" (HCCS) which is designed on hyperbolic curve over finite filed. HCCS has a solid Abel group structure whose order is diverse over finite field and the system is secure which is mainly based on discrete logarithm problem (DLP) and hardness of solving fundamental solution.
Introduction Introduction Introduction Introduction
Since Diffie and Hellman [1] invented the concept of public key cryptography in 1976, a lot of public key cryptographic algorithms had been put forward all over the world. RSA [2] was developed to implement public key algorithm firstly. Its security is based on the hardness of solving factoring problem (FAC).In 1985 Elgamal [3] proposed his new cryptosystem based on discrete logarithm problem (DLP).Later, Victor Miller [4] and Neal Koblitz [5] independently put forward cryptosystem based on elliptic curve discrete logarithm problem (ECDLP).The elliptic curve cryptosystem is still in use. However, many researchers began to decipher the encryption algorithm based on the theory of elliptic curve and had made great achievements [6] [7] . Afterwards, many researchers are proposing cryptosystems based on multiple hard problems [8] [9] [10] .As above, the common point of most existing cryptosystems is that the security of the system is based on cryptographic assumptions, such as FAC or DLP or ECDLP. Enhancing the security and validity is the major objective for public key cryptosystems. In this paper, we develop a new public key cryptosystem based on hyperbolic curve over 2 finite field. Not only the security of system is improved, but also the system can implement algorithms efficiently.
Preliminaries Preliminaries Preliminaries Preliminaries
In this section, a new public key cryptosystem mainly set up by hyperbolic curve related to pell's equation.The order of Abel group is discussed in detail. Figure 1 .1, we can see that Pell's equation has the form of hyperbola in Cartesian coordinates. And Joseph Louis Lagrange proved [11] that, as long as D is not a perfect square, Pell's equation has infinite distinct integer solutions. Fig. Fig. Fig. 1.1 1.1 1.1 1.1 Pell's equation
Let hi/ki denote the sequence of convergent to the continued fraction for D .The pair(x0,y0) solving Pell's equation and minimizing x satisfies x1=hi, y1=ki for some i, which is called the fundamental solution of Pell's equation. As Lenstra describes [12] ,the time for finding the fundamental solution using the continued fraction method, with the aid of the Schonhage-Strassen algorithm for fast integer multiplication, is within a logarithmic factor of the solution size, the number of digits in the pair(x,y). As we known, the main feature of Pell's equation is the difficulty of finding a accurate fundamental solution and the coordinate values of which may be larger integers. The another feature of Pell's equation is that once the fundamental solution is found, the pair(xk,yk) on hyperbolic curve except for trivial solutions(1,0),(-1,0) may be calculated as 3) where D is a non-square integer over finite field Fn. Clearly, the hyperbolic curve not only has much in common with Pell's equation, but also gets its features. Firstly, the set of solutions are never empty, at least two pairs (1,0),(-1,0). Secondly, hyperbolic curve's equation has finite distinct integer solutions over finite field Fn. Likewise, finding a accurate fundamental solution is very difficult. Thirdly, all nontrivial solutions can be calculated from formula (1.1) and subsequent solutions via the recurrence relations like formula (1.2). Finally, owing to the difference of algebraic structure, we might think whether other solutions exist except for solutions generated from fundamental solution. Although the question cannot prove theoretically, a lot of experimental datas fully demonstrate that there is not other solutions.
The operation of points on H(Fn) mainly is multiplication •. Hn(D) denotes as the set of points on hyperbolic curve. ( , ) ( , ) ( , ) ( Proofs. ①Closure. In the following discuss, finite field is discussed in three situations: a large prime, a non-prime and an extension field.
• A large prime
If n is a large prime, Fn={0,1,···n-1} and Fn * express as multiplicative groups, the number of solutions to H(Fn) over ( 1)( 1), 4 1 4 1 ( 1)( 1) 
Assume p is a large prime and Fn is an extension field over prime field FP. Form the formula (1.3),x∈Fp, y∈Fp, elements of field are usually expressed via a polynomial basis.The operations of addition and multiplication for every element expressed as polynomial are also very simple. However, the order of Abel group might not be estimated.The challenge in calculating the order of Abel group over extension field is always worth trying.
The security of the proposed scheme is ensured by fundamental solution and order of Abel group. Firstly, there is not a polynomial time algorithm to find the fundamental solution. Secondly, assume the fundamental solution is found, the imprecise fundamental solution will further strengthen the difficulty of solving the order. Finally, solve order of points is to answer DLP.As we known, DLP is an intractable computational problems. Therefore, the situation discussed above, I think, can guarantee system security. 3 1.3 1.3 1.3 The The The The proposed proposed proposed proposed scheme scheme scheme scheme With the study of hyperbolic curve, we propose a new public key cryptosystem based on hyperbolic curve. It is called Hyperbolic Curve Cryptography System (HCCS).The scheme consists of three phases between two users (Alice and Bob), initialization, encryption, decryption. Now the descriptions for each phase are shown. 
1.

Evaluation Evaluation Evaluation Evaluation of of of of HCCS HCCS HCCS HCCS
The abovementioned three algorithms complete the newly developed cryptosystem.We now evaluate HCCS according to efficiency performance and flexibility.
Efficiency performance
In general, the efficiency performance of a cryptosystem is evaluated by the amount of time needed to compute and number of keys used for each algorithm. So we can measure the efficiency performance of HCCS as mentioned above and use the following notations to analyze efficiency performance:
• SK and PK denote the number of private and public keys respectively.
• Texp is the time complexity taken for a modular exponentiation.
• Tmul is the time complexity taken for a modular multiplication.
• |x| denotes the bit length of x.
We hypothesize the time complexity for modular addition or substraction is negligible. So SK=2 and PK=2. The time complexity for encryption is given by 2Texp+Tmul and the decryption is Texp+Tmul. The communication costs of HCCS is only 4|n|. We use the conversions Texp=240Tmul given by Koblitz et al [13] to measure the performance in terms of Tmul. Then the time complexity of encryption is 481Tmul and the decryption is 241Tmul.As we can see, HCCS can implement efficiently and the communication costs is very less.
Based on the Abel group structure and the discrete logarithm problem, it is not difficult to come up with time complexity which is the same to DLP in sub-exponential time O(exp(1+O(1) lnnln(lnn) )). Moreover, applying DLP encryption/decryption requires O(n) finite field grouping, using O(n) multiplication operations on hyperbolic curve H(Fn). Therefore, the performance of HCCS yields the total running time O(n).
flexibility
HCCS owns flexible parameters: D,n,p Different coefficient D will constitute different hyperbolic curves. Compared with ECCS, hyperbolic curve can be easily chosen and effectively avoids algebraic attacks caused by improper selection of hyperbolic curve. Finite field Fn can be divided into many situations which will strengthen the selectivity of the order.
Conclusion Conclusion Conclusion Conclusion
Enhancing security is the major objective for public key cryptosystem on the basis of the hardness of the intractable mathematic problems. In this paper, we have proposed a public key cryptosystem designed on hyperbolic curve. One who hopes to break HCCS must consider to solving DLP in a polynomial time. Moreover, with the complexity of solving fundamental solutions, the imprecise fundamental solutions have enhanced security of system further. From the above analysis, we can see that HCCS implements efficiently for each encryption and decryption phrase and has low costs, high flexibility in mobile communication environment.Therefore, HCCS is secure, flexible, efficient and feasible in theory.
